











Part 4. Installation rules

Installation methods '

R

) !

Be sure to insulate Be sure to use soldering Active fluxes
in blocking circuits shall not be used

the twisting area

)

Use only high-quality
insulating tape

(
¥
o ) C o )
)
)

[Be sure to seal the soldering area

under the hood }V[Use glue and a heat-shrink tube

Do not use insulating tape Use a heat-shrink tube
for sealing with a glue layer

Installation methods. Memo diagram

120



Chapter 4.4. Installation tools

Chapter 4.4
Installation tools

@ Of course, you can strip wires
P with your teeth, but proper

Al tools will save you costs of
dentist’s services.

Expenses on the tools will pay back after two or
three orders, while after that they will work only for
your benefit.

Theinstaller’s minimum set shall comprise the
following items:

2. Stripper for wire stripping;

1. Side-cutting pliers with insulated handles
(several tools should be available — for thin
and thick wires); 3. Knife;
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7. Set for work with special fasteners (TORX);

4. Mounting set for passenger compartment
disassembly;

5. Crimper for terminal crimping;

8. Soldering iron (two should be available
— one with the power of 60 — 100 W for
soldering large-section wires, the other with
the power of 40 W for more precise works);

6. Set of screwdrivers;

9. Setof 7-17 mm wrenches;

122



Chapter 4.4. Installation tools

11. Nylon pulling tool; 14. Tools storage and carriage box.

m Do not economize on tools!
@™,  Choose professional equipment.
'I' For instance, Gedore, Wurth, King
»“ =% Tony tools.

This also applies to any other equipment.
Otherwise, at the most inappropriate moment the
side-cutting pliers will break down, the soldering
iron will burn out, while the drill will turn out to be
untempered. You will need other instruments as
well with the course of time, but these tools will
suffice at first.

12. Set of 1-10 mm metal drills;

123



Part 5

Check-out equipment




Use check-out equipment — probes and
measuring instruments, — but not the trial and
error method. This will save you the expenses on
replacement of damaged electronic internals of the
car, which are much more expensive than measuring
instruments. Special attention should be paid to their
selection.
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Chapter 5.1
Probe

Usually it is used for the following purposes:

« monitoring of voltage presence in the
checked circuit;

« search of circuits necessary for security
system connection;

« approximate estimation of circuit section
resistance.

5.1.1. Logic probe

e

\D"D/

' ' This is the installer’s main tool.
A

You can assemble the simplest probe on your
own.
Tips on selection of circuit elements:

Probe electric layout

any LEDs can be used. Red — VD1, green —
VD2;

resistor resistance shall be: R1 = 1 kOhm, R2
=200 Ohm;

power supply is provided by two AA batteries
(to reduce probe size, they can be replaced
by lithium batteries of the remote control);
use the following as contacts: X1 — a sewing
needle (convenient for piercing the wire
insulation); X2 — alligator clamp (wire length
should be 70-80 cm);

use any box of suitable size as the housing.

How to operate the probe:
« connect connector X2 to the ground;
« touch the contact (wire) under checking with

needle X1;

observe the LEDs, if:

- the red one is illuminated, it is a positive
wire;

+the green oneisilluminated — it's negative;
« both LEDs are illuminated, the contact has
alternating voltage;

« neither LED is illuminated, there is no
voltage (circuit discontinuity).

Caution: the probe and “test lamp”
shall not be inserted in the socket!
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Chapter 5.1. Probe

5.1.2. So-called “test lamp”

As such, the “test lamp” is a conventional low-
power car lamp placed in a housing with a probe.
It allows for determination of voltage presence,
simulate the signals of some electronic systems
of the car (central lock, limit switches, switch on of
marker lights and swivel lights in some cars). The
power of the lamp used in the “test lamp” shall not
exceed 2 W (current not more than 0.2 A).

The “test lamp” is less convenient than the
logic probe, because it does not determine
circuit discontinuity.

“Test lamp”

N —~

How is the «test lamp» used?

Connect the alligator clamp to the ground.
Connect the probe to the contact of the circuit
under checking. The lamp will be illuminated if the
circuit under checking has a positive.

The“test lamp” should not be used
in modern cars — the electronics
can be damaged by connecting it
to low-power circuits.

For instance, when supplying a signal to a
sensor you might, as a minimum, introduce an error
in the car engine or AGB “brain”.

ﬂ Sloven’s hint: the installer with the

5 7 W, “testlamp’, the same as the mine

— picker, errs only once. Because
then he saves up money for a long
time and pays for the damaged

equipment. And lastly, he buys a
P~ tester.

127



Part 5. Check-out equipment

Chapter 5.2
Tester (multimeter)

The most important installer’s tool
'I' is the tester (multimeter).

L

It should be used when searching the necessary
circuits in modern cars (especially unfamiliar ones).
At present, digital multimeters are most widely
spread.

The multimeter is an electronic measuring
instrument combining several functions.

These are the voltmeter, ammeter and

Multimeter

ohmmeter in the minimum set. Portable models
of digital multimeters are better suited for our
purposes.

Advanced multimeter models have the

following functions:

« measuring direct/alternating voltage up to
1000V with resolution from 0.1 mV;

+ measuring direct/alternating current up to 10
A with resolution from 0.1 YA;

« measuring resistance up to 40 MOhm with
resolution from 0.1 Ohm;

« continuity test — measuring electric
resistance with signaling of low circuit
resistance;

« diode test — continuity check of
semiconductor diodes and determination of
voltage drop on them;

« measuring harmonic signal frequency;

+ measuring capacitance, inductance,
temperature (may be needed when setting
automatic start on cars with a keyless access
system).
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Chapter 5.2. Tester (multimeter)

M Sometimes clients complain that the security
. ' Howto selecta multimeter for system discharges the storage battery. The multimeter
- professional installation? will help you prove quickly with reason and that

you have done the work properly. Measure the car
When selecting a specific model, attention  consumption current. If it exceeds 100 mA in the rest

must be paid to the following factors: mode (all the doors are closed, ignition and all devices
« convenience of use; are off) — switch off the security system. If the current
+ housing strength; decreases — the problem lies in it. But in this case the
+ probe quality; security system is not always faulty!
- display lighting;
« possibility to measure temperature, g Power supply of the security
capacitance, inductance. &2, system in many cars (Audi, BMW)
g 'I' must be provided from certain
\@o , The multimeter may also help in . places! Otherwise, the car does
';' failure diagnostics. not “fall asleep”.

For more detail see: http://en.wikipedia.org/
wiki/ Multimeter
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Chapter 5.3
Oscilloscope

When the security system is connected it is
often needed to estimate the signal waveform
and amplitude. The oscilloscope is intended for
these purposes.

@ A digital one- or two-channel

oo . o .
\— /  oscilloscope is best suited for our

'l' needs.

It can be used to easily find the signal circuits of
different car sensors (position of the crankshaft and
camshaft, throttle and accelerator pedal), to find a
tachometer signal for autostart systems.

Digital oscilloscope

For more detail see: http://en.wikipedia.org/
wiki/ Oscilloscope

Standard oscillograms for different kinds and
types of sensors — http://opel-corsa.5go.ru/
html/6_2_4.htm
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Chapter 5.4
Spectrum analyzer

Most of you must have encountered the
following situation: you have installed and checked
the security system — everything is working.
After you drove the car to another place — the
remote control operation range decreased and
communication between it and the main remote
control was lost completely. The reason is a source
of strong radio emission or interference in the
radio frequency range close to the security system
operation frequency.

@ The spectrum analyzer allows for
T imati
estimating the level and
'! frequency of such interference.
Only large companies can afford this expensive
instrument (about 100-150 thous. rubles), but it will
be good to have some idea of it.

D
a

Spectrum analyzer

For more detail see:

Frequency meter — http://ru.wikipedia.org/
wiki spectrum analyzer — http://ru.wikipedia.
org/wiki

Procedure for radio frequency interference
control using a spectrum analyzer — http://
www.ccc.ru/magazine/depot/06_12/read.
htmI?0103.htm
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Many problems in security system installation
arise due to non-observance of the elementary
safety rules. Burnt-out wiring, dirty passenger
compartment — that’s what may deprive you of
earnings. Please read this chapter: we will not disclose
anything fundamentally new to you, but will warn you
about possible errors.



Part 6. Safety rules for installation

N

e

Chapter 6.1
Car interior and body damage protection

As theatre begins at the ﬂ Sloven’s hint:

cloakroom, installation also % 7 "W, the more buttons and zippers has
begins with protective covers to — ' theinstaller’s suit, the more

be put onto the seats and steering “ elegant it is! However, not all

wheel before entering the car. scratches, left by such beauty, can
be eliminated by polishing. For

The client will be satisfied with your precaution, P=9 reference: the painting of one part
because in this way you protect the interior against  at an official dealer costs from 10,000 (ten
dirt (or, vice versa, do not get dirty yourself). A thousand!) rubles. Ignore the protection of car
single-use mat should be also placed on the floor.  splash boards as long as possible and gather
Another element to be protected are the car splash ~ the information on painting cost at other

boards.

Protective covers

dealers.
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Chapter 6.2
Wire installation

Sloven’s hint:
ﬁ while ordinary people have their
— 7 toast landing buttered side down,
“ installers’ drill during wire
installation always exits into a
hose, standard wiring or vacuum
=y booster. So, in order not to differ
from all other losers, do not look where the
drill goes out, before drilling a hole from the
interior under the hood in the engine tunnel.

The easiest thing to get away
with when hitting the wire
harness is the restoration of
wiring.

But the Murphy’s Law holds true even in this
case: it is difficult to get to it, and sometimes
removal of various assemblies is needed. But you
can also hit a vacuum booster and a hose. In such
a situation the replacement of the damaged unit is
inevitable.

As a matter of fact, a standard hole can be almost
always found in the modern car for wire installation
from the interior to the underhood space.

D\

& ; Trytodrill as few holes as possible
'l in the body and interior elements.

Many car manufacturers prohibit this. Otherwise
— say farewell to the warranty. All the aforesaid
applies to installation of the horn and limit switch:
too long self-tapping screws can bring about many
troubles.

As regards soldering: there is a couple of
simple rules to save time and money for interior
restoration.

{=o) Neverleave the solderingironina
'; car interior! Especially if it is hot.

When you finished soldering, put the soldering
iron on a support near the car. It is better to bend
down once again than to drop it on the dashboard
or the floor.

Cover the areas where the solder may drip!
Believe us: traces of hot tin sometimes cannot be
removed. The recommended protection includes
single-use paper mats, heavy paper (tear apart the
security system packaging box).

3. Another instrument sometimes causing
much trouble is the portable lamp.

-
a

-
a
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LED hand lamp

f~=' Useonlyaluminescent hand

/

\
,I‘ lamp, or better a LED hand lamp.

136

Luminescent hand lamp

The conventional filament lamp may (it will
certainly happen so!) burn through the carpet or
melt the plastic in the car interior. You never know
- you might suffer a burn.
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Chapter 6.3
Shock sensor setting

How do you set the shock sensor?
q

We foresee the popular answer: “Hitting the A" ’

body pillar with your fist”. Have you never had to
G . . = ans |emw

eliminate dents from such adjustment? Continue i \ : \
setting in this way. And you can also hit on the : @ : %
windshield. Only beware of being hit on the
forehead yourself.

et

Zone for check of shock sensor setting
% The safest place for test blows is
‘"~ the car center pillar. If there is no pillar (coupe or cabriolet), setting

'I' is possible by hitting on the wheel.
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Part 6. Safety rules for installation

Protection of Protective covers ’-}‘ Seats '
car interior
and body

Protective mats ' ‘ Steering wheel '

‘ Splash guards '

Use the standard holes

May void the warranty

Wire installation

4

Drill holes as a last resort

Inspect the drill exit
area in advance

N

Be sure to cover
the areas where the
solder may drip

Safety during security
system installation

Wire soldering

After soldering put
the soldering iron on
a support outside the

interior

The soldering iron shall
not be left in the car
interior

Regularly melts the car
interior elements

A filament lamp
shall not be used

e

Lighting

Use only a fluorescent
lamp

— 10 0y

As a last resort,
hit the wheel

The body center pillar is

Shock sensor setting the safest place

A

Safety during security system installation. Memo diagram

138



Chapter 6.4. Safety during connection of security system wires

Chapter 6.4
Safety during connection of security system wires

It can be said at once that the

/ storage battery need not be
disconnected. Moreover, in some
cars it shall not be removed!

But if you decided to do so, first disconnect the
minus terminal. If you start with the plus — short
circuit will occur between the wrench and the body.
Some car audios are protected from stealing by a
code. You will have to enter it after reconnecting the
storage battery. Be sure to ask the car audio code
from the client (if any)!

Wire connection sequence shall be as follows:

1. Ground. The most correct way is to crimp the
ring lug on the wire and fasten it with a bolt
or a nut to a body area with stripped paint.

2. CAN-bus (if available). Having connected it
the last, you may cause a lot of errors. If you
have a friend diagnostician or spare money,
connect it when you want.

3. Security system outputs (hazard lights,
central lock, horn, auxiliary channels).

4, Security system inputs (limit switches,
tachometer, temperature sensor).

5. Connectors for the security system unit
6. Power supply plus

‘\ =g ) The positive contact is always

, ‘ connected the last.

A

It should be noted that the standard harness of
the security system always has several fuse holders.
Some are intended for power supply of powerful
devices (door locks actuators, hazard lights), others
— for power supply of the security system main
unit. Install a fuse if you want to protect the car
against possible inflammation.

When connecting directly to the storage

S

Connecting a load to the storage battery via a relay and
fuses
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battery plus, the fuse must be installed right near
the terminal.

This part of the book has told you about
the basic installation rules. But it is the simple
principles outlined here that make up correct,
and most importantly — safe installation.

f é Y

. Disconnect the minus
Make sure it is necessary <@ 1.Remove the storage battery

terminal the first

Find out whether the car audio

has a code Crimp the ring lug

2. Connect the grounds

Y

4 N
3. Connect the CAN-bus

Fasten with a bolt to a body
area with stripped paint

Connect it first before
connecting the other wires

y

4. Connect the outputs

Of hazard lights Of the horn

Of the central lock Of auxiliary channels

y

5. Connect the inputs

Y

6. Connect the security system

Of limit switches Of the tachometer

IS el

T V7 L

Of the temperature sensor

connectors
A fuse must be installed in case *
of direct connection to the N\
storage battery 7. Connect the positive wire

y

Procedure for connection of security system elements. Memo diagram
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Concluding remarks

Progress does not stand still: cars are changing,
technologies used in car security-telematic
equipment are improved, — and clients become all
the more demanding. The capabilities of security
equipment that inspired wonder yesterday, today
are becoming a compulsory component in the
functional set of a standard security system.

And this means the requirements to professional
skills and training of specialist installers are
consistently becoming stricter. We hope the “Skilful
master handbook” will extend your knowledge,

while Sloven’s hints will warn you against excessive
time, emotional and financial expenses.

“There’s no limit to perfection”is a
V&9, manifest truth. And it is known to
P& bealwaysoutthere...
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Short index of terms

Anode — the positive pole of a current source
or an electrode connected to it (19, 33, 44).

GLONASS (Global Navigation Satellite System)
— a Soviet and Russian satellite navigation system
(78,79, 85).

Dialogue code — a cryptosecure method for
car alarm protection against electronic hacking,
using unique encryption keys for each system (55,
67,70).

Immobilizer — an electronic device hindering
the car motion by disabling the main electric circuits
in the engine (15,71, 72,79, 83, 84, 90).

Cathode — the negative pole of a current
source or an electrode connected to it (19, 33, 34,
44).

Transponder key — a car ignition key
containing a miniature microcircuit with a unique
code and a transceiver for sending this code to the
immobilizer (15, 83).

Code: dialogue, dynamic, static — types of
algorithms of command transmission from the
remote control to the main alarm unit via a radio
channel (55, 62-70).

Code grabber — a device intended for
interception of the car alarm code (65, 66, 70).

Modulation: amplitude, frequency —
modulation kinds in which changeable parameters
of the carrier signal are amplitude or frequency

respectively (60, 62, 69).

Multimeter — a measuring instrument
combining several functions (128, 129).

Oscilloscope — an instrument for studying
amplitude and time parameters of an electric signal
(14, 130).

Power switches — a semiconductor device
allowing for switching of high-current loads and
having a multistage overload and short-circuit
protection (45, 46, 84).

Spectrum analyzer — an instrument for
monitoring and measurement of the energy
distribution of electric (electromagnetic oscillations)
in the frequency band (131).

Zener diode — a semiconductor diode
intended for voltage stabilization in power sources
(33, 34).

Telematics — a combination of

telecommunication and information technologies.
Car telematics is the wireless exchange of messages
and commands between the car and external
sources (87, 93-95).

Transceiver — a transceiver transmitting and
receiving encrypted data at a certain frequency
(59-63).

ADAS (Advanced Driver Assistance Systems) —
driver assistance system (98).
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CAN (Controller Area Network) — a serial
interface for creation of a distributed network of
microprocessor devices (74, 75, 78, 79, 84, 86-91,
110, 139).

GPS (Global Positioning System) — a satellite
navigation system developed by the US Department
of Defence (78, 79, 85, 86, 93, 114).

FLEX — flexible service channels allowing the
installer to program additional service functions of
car alarm (54).

iCAN — digital blocking via the car’s standard
circuits (88, 90).

iKey — a technology for keyless bypass of the
standard immobilizer (88, 90).

Keeloq — a floating code technology of
Microchip Company (66).

Keyless — a keyless system for car cabin access
(74, 88, 89).

LIN (Local Interconnect Network) — an industrial
network standard developed by a consortium of
European car manufacturers and other well-known
companies (90, 91)

SLAVE — a car alarm function allowing for car
security control from the standard remote control
(71,74, 90).

SMD (Surface Mounted Device) — surface-
mounted devices (20, 38).

Zener Diode — see Zener diode (33, 34).
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